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Mail Theft Uptick Leads to Check Fraud Date: Auaust16, 2022

Risk Category: Check Fraud; Deposit
Account Fraud; Scams

Mail theft and armed robberies against U.S. Postal Service carriers have increased
substantially throughout the country. The criminal's focus is to gain access to the
master keys of the blue USPS mailboxes — ultimately in search for checks that can be = States: All
altered, counterfeited, or sold online. Share with:

Details O

According to the U.S. Postal Service Office of Inspector General, mail theft complaints
more than doubled from March 2020 to February 2021. The criminals rob mailboxes
and mail carriers of the master keys to the blue mailbox drops to gain access to the
mail. The criminals then sift through to locate checks that can be altered,
counterfeited, or sold online.
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In several cases, member-issued checks have been stolen from USPS mailboxes, as

well as members’ mailboxes, altered, and negotiated elsewhere. The checks can also

be used to open fraudulent new accounts and loans using the name and address : -
information for stolen identities. r—

Risk Mitigation

Credit unions have recourse against the depositary institutions that accept altered
checks under UCC 4-208, Presentment Warranties. Credit unions can recover the
loss by pursuing a breach of presentment warranty claim against the depositary
institutions that accepted the altered checks. Refer to Liability for Forged
Endorsements and Alterations Under the UCC for guidance and a sample letter to
use to pursue a breach of presentment warranty claim against depositary institutions.

Encourage members to:

. . . . . . Risk & Compliance Solutions
» Pay bills online or using the credit union’s bill paying service. 800.637.2676

» Mail checks inside the Post Office lobby rather than using blue mailboxes. riskconsultant@cunamutual.com

* Log into credit union accounts frequently to review transaction history — looking

for unfamiliar transactions.

. . . . . . . © CUNA Mutual Group, 2022.
* Report unfamiliar and unauthorized transactions immediately to the credit union. ’
Insurance products offered to credit unions are underwritten by
. . CUMIS Insurance Society, Inc., a member of the CUNA Mutual
R|8k Preve ntlon Resou rces Group. This RISK Alert is intended solely for CUNA Mutual
Group Fidelity Bond policyowners to prevent fraud losses. Any
further distribution of this information could subject you to liability

Access CUNA Mutual Group’s Protection Resource Center for exclusive risk and under common law and various statutes including the Fair Credit
compliance resources and RISK Alerts to assist with your loss control needs (User ID Reporting Act.
and Password reqUired). This resource was created by CUNA Mutual Group based on our

experience in the credit union, insurance, and risk management
marketplace. It is intended to be used only as a guide, not as
legal advice. Any examples provided have been simplified to
give you an overview of the importance of selecting appropriate

e Check Collection & Return Guidelines

° LlabI|ItV f0r Forqed EndOrsementS and A|teratI0nS Undel' the UCC coverage limits, insuring-to-value, and implementing loss
) prevention techniques. No coverage is provided by this resource
« Em plovee’s Guide to New Account Fraud Red Flaqs nor does it replace any provisions of any insurance policy or

bond. Please read the actual policy for specific coverage, terms,
conditions, and exclusions.



https://www.law.cornell.edu/ucc/4/4-208
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/check-deposit-fraud/rcs_forgedaltchecks.pdf?la=en
http://www.cunamutual.com/prc
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/check-deposit-fraud/rcs_check_collection_and_return_guidelines.pdf
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/check-deposit-fraud/rcs_forgedaltchecks.pdf?la=en
https://www.cunamutual.com/-/media/cunamutual/business-protection/risk-management/secure/loss-prevention-library/check-deposit-fraud/rcs_newacctfraud__employee_guide.pdf
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